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1
Objective
The objective of this discussion paper is to discuss and decide when and how to store KAUSF and other security parameters when a UE is registered to two different PLMNs over 3GPP access and non-3GPP access.
2
Discussion

Facts
1) When a UE is registered to two different PLMNs over 3GPP access and non-3GPP access then the UE and the nework follow following procedure:

a) The UE and network (AMF/SEAF/AUSF/UDM) store and maintain security context for each PLMN independently.

b) The signalling or procedure (e.g. NAS procedure) over one access should be independent of the signalling or procedure over other access. In general, the procedure over access shouldn’t impact procedure or outcome over other access. For example, out come of the registration procedure/ authentication procedure over one access does not impact registration state over other access. 

c) Ongoing procedure over on access shouldn’t delay the procedure over other access.
d) authentication procedures over both accesses can take place in parallel. Out of authentication procedure over one access does not impact procedure over other access.

2) SoR procedure is related to 3GPP access only.

3) UPU procedure is used to transmits Routing ID and default NSSAI configuration which is related to both 3GPP access and non-3GPP access.

4) UPU procedure can be used in future to send another parameter which can be specific to one access only.

Discussion 
If the UE and the network store and maintain only one Kausf when the UE is registered over 3GPP access and non-3GPP access to two different PLMN, then in the following scenarios the procedure over one access can significantly impact the procedure over another access and the UE and the network behaviour are not clear.
Scenario 1:

In case of parallel authentication procedure over 3GPP access and non-3GPP access, the UE and network may not be in sync with Kausf because there is chance that authentication procedure over first access finishes first in the UE but the authentication procedure over second access finishes first in the network.

 Consequences 1: SoR procedure fails over a PLMN and the UE shall de prioritize the PLMN unnecessary.
Consequences 2: Such mis sync procedure is difficult to identify.

Scenario 2:

Authentication procedure is ongoing over one access and the network needs to send SoR or UPU. In this case the UDM needs to wait for the authentication procedure to finish over one access. This will delay the SoR/UPU procedure over another access. 
There can be scenario when a UE can go to out of coverage (e.g. WiFi connection is lost as user over out of the access point) or the UE is switched off during authentication procedure or the UE is attached to a fake base station, in such scenarios the UDM needs to wait indeterminately for the UE to come on the first access and registers over the first access and then re-initiate services over another access.
Consequences 3: In these scenarios, the UDM needs to wait indeterminately for the UE to re-register on one access to initiate service over another access (sending SoR/UPU). The services of one access are indeterminately impacted by the failue of procedure over another access.

Solution 
1) The UE and network maintains KAUSF and other related parameter per access type and the UE. 

2) The UE and the network use the KAUSF and other parameter in a procedure (SoR/UPU) corresponding the access type over which the procedure is being executed. 
3. Proposal
It is proposed to discuss the scenarios and solution proposed in this discussion paper. A CR S3-210146 is submitted capturing the above solution.
